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MEMORANDUM FOR: Director of Central Intelligence
"THROUGH : Deputy Director of Central Imtelligence

FROM : Sayre Stevens
Deputy Director, National Foreign
Assessment Center
SUBJECT : Disclosure of Classified US Military
Information to Foreign Governments and
International Organizations

REFERENCE : Memorandum from Dr. Brzezinski to the
Vice President and Other Primcipals,
6 June 1978, Same Subject

1. Action Requested: This memorandum is for
your information. It evaluates the impact that the
referenced memorandum (Tab A) concerning disclosing
classified military information to foreign nationals
may have on your authority and responsibility.

2. Background: The memorandum, signed by
Dr. Brzezinskil, was prepared by the National Pisclosure
Policy Committee (NDPC). This Committee was established
in the 1930's to guide the Department of State on
issuing export licenses without jeopardizing military
securlty or violating espionage laws. Its membership
and role have grown over the years. CIA has been
represented in its deliberations since 1949, at first
as an observer and later as the DCI "Special Member.™
A Special Member is defined as a participant having
a significant interest in some but not all of the
Committee's activities.

3. The DCI's representative's role over the
years was largely limited to defending the Director's
responsibility for and authority over interdepartmental
national intelligence. In 1966, however, this type
of classified military information was formally written
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SUBJECT: Disclosure of Classified US Military
Information to Foreign Governments and
International Organizations

cut of the Commitizse's charter,

[ ] The Committee today primarily concerns

“1tself with the disclosure of departmental military

intelligence and, secondarily, of classified informa-
tion on weapon systems sold abroad.

4. The memorandum signed by Dr. Brzezinski -
arose out of problems which the NSC and the NDPC
perceived in disclosing military information to
foreign governments. These bodies were of the opin-
ion that there was confusion among the officials
charged with implementing national disclosure policies.
They were also concerned over the lack of regular
security surveys of foreign countries with which the
U.S. shares its military information as well as inci-
dents of U.S. officials discussing national disclosure
policies with foreign nationals. It was believed
that an effort should be made to educate officials
on disclosure policies, to strengthen security arrange-
ments with our allies, and to emphasize that there are
NOFORN aspects to U.S. military disclosure policies.

5. The memorandum signed by Dr. Brzezinski
essentially reaffirms basic U.S. policy governing the
disclosure of classified military information to for-
eign governments. It authorizes the NDPC to develop
guidance that will be applied uniformly by all per-
sonnel involved in military disclosure programs and
the Secretaries of State and Defense to negotiate with
foreign governments bilateral security arrangements
for the protection of U.S. military information passed
to these governments. These security arrangements will
requilre both the foreign governments to report known or
suspected compromises of U.S. classified information
and include provisions for "reciprocal on-site security
surveys' to determine the capability of foreign govern-
ments to protect U.S. military information.
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SUBJECT: Disclosure of Classified US Military
Information to Foreign Governments and
International Organizations

6. Agency officials who have examined the
memorandum do not belilieve that 1t infringes on your
authority in disclosing national intelligence to
foreign governments or on your responsibility for
protecting intelligence sources and methods. The
memorandum does affect certain specific DCI responsi-
bilities, however. CIA will continue to be asked
to contribute security officers to interagency teams
1nspect1ncr foreign security policies and praCthGS,
and this is the memorandum's main resource impact.

In addition, foreign security officials can be expected

to request visits to U.S. intelligence organizations as
part of the reciprocal surveys to evaluate U.S. protection
of classified military information. We believe that the
community will be able to accommodate these requests per-
taining to security procedures, while safeguarding in-
telligence sources, methods and products. This will

‘provide an opportunity to demonstrate to foreign officials -

responsible for.security the type and degree of protection
we want U.S. secrets to receive. The memorandum's require-
ment for reciprocal reporting of compromises of information
provided by cooperating countries will not impose an
additional burden as this 1s current policy.

7. Staff Position: This memorandum has been
coordinated with the Offices of General Counsel and
Security.

Sayre Stevens

Distribution:
Orig - Addressee

1 - DDCT
1 - Executive Registry
1 - DD/NFAC
1 - NFAC Registry
1 - 0GC
- 08,
1 - C/NFAC/CS
1 - NFAC/CS/File
2 - NFAC/CCG/File
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WASHINGTON

June 6, 1978

MENMORANDUM FOR

The Vice President
The Secretary of State
The Secretary of Defense

> ALS0: The Secretary of Enerqgy
The Attorney General
The Chairman, Joint Chiefs of Staff
Tne Director of Central Intelligerice

sSUB

o
t
®]

T: Disclosure of Classified United States
Military Information to Foreign Govern-—
ments and International Organizations (U)

This directive reaffirms the policy, objectives and imple-
menting responsibilities prescribed by National Security
Decision Memorandum 115 of July 20, 1971. The basic policy
of the United States governing the disclosure of classified
United States military information to foreign governments
and intsrnational organiza*icas remains unchanged:; however,
the President has authorized certain additional regquirements
to augment existing policy. In order to implement fully
this policy and better to achieve its intended purpose, the
President has specifically authorized: (U) .

—- The National Military Information Disclosure
Policy Committee (NDRPC) to develop and promul-
gate instructional guidance to bea uniformly
applied by all personnel invelved in any man-—
ner with international programs through which
classified United States military information
may be disclosed; and; (U)

~- The Secretaries of State and Defense to initiate
with recipient governments the negotiation of
General Security of Information Agreements or
other bilateral security arrangements outlining
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the responsibilities of both parties
pertaining to the safeguarding of class-
ified United States military information.
These agreements should contain provisions
requiring (1) foreign governments +to whom
United States classified military informa-—
tion has been or will be entrusted, to report
promptly and fully any known or suspected
compromises of such jinformation and corrective
action taken to preclude recurrence, and (2}
provisions for reciprocal on-site security
surveys for purposes of determining the capa—
. bility of the foreign government or interna-—
tional organization to provide to U.S. classi-
fied military information the requisite degree
of security protection. (U)

In view of United States foreign policy considerations, the
President has stressed that classification eligibility levels

established by the NDPC should not be discussed with repre-—
sentatives of foreign governments or international organiza-

tions. (C)
Yj:t; (\”V“M\#/Q‘

Zbigniew Brzezinski
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WASHINGTON, D.C. 20506

CONFTID=ENTTAL

July 20, I97L

National Security Decision Memorandum 119

TC: The Vice President i
The Secretary of Stave -
The Secretary of Befense
The Attorney General .
The Director of Central Intelligence
The Cheirman, Atcomic Energy Comnission

SUBJECT: Disclosure of Classified United States
' Military Information to Foreign Governments
and International Organizatlions -

The President has approved the following statement of policy
governing the disclosure of classified United States military
information to foreign governments and international organ-
izations, This policy statement supersedes those provisions
of previous natlonal security directives pertaining to the
disclosure of classified U, S. military information to foreign
recipients, namely (1) the directive "Basic Pollcy Governing
the Disclosure of Classified HMilitary Information to Foreign
Governments', avproved by the Pregident, February 27, 1046;
(2) the direcbive "Basic Policy Governing the Release off
Clasgified Defense Informaticn to Foreign Governments”,
approved by the President September 23, 1958; and (3) NsC
Action 2125, approved by The President on September 14, 1952,

" The igsuance of this National Security Declsion Memorandunr
takes into account the foreign policy implications and
national defense aspects of disclosures of clagsified U, S.
military informaticn bto foreign governments and internatlional
bodies, and the mubual interest anG responsibilitles of The
Secretaries of State and Defense with respect To such
dlisclosures,
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"Classified Military Information' Defined

Classirfied military information of the United States is
information which (a) is under the confrol or jurisdiction
of the Department of Defense, its departments or agencies,
or is of primary interest to them; (D) may be emtodled in
written, oral or otkher form; and (c¢) requires protection in
the 1nuewe3b of national defense and security in one of the
three classificatlion categorles —-- PTOP SECEET, SECRET or
CONFIDENTIAL -~ as described in Ekecutive Order 10501, as
amended.

‘_Gene_ral Policy Objectives

It is the policy of the United States Government to treat
classified militery information as a national security asset
which must be conserved and protected and which may be disclosed
to foreign governments and international organizations only
vhere there 1s a clearly defined advantage to the United States.
Such disclosures must be consisgtent with United States foreign
pollcy objectives and nillvary securlty requirements, znd limited
to information necessary o the purpose of the disclosure,
Disclosures will be contingent upon a determination that the
recipient of the information will aiford it substantially the
sam2 degree of security protection given to it by the United
States. (This requiréement may be set aside in exceptional

" cases authorized joinily by the Secretaries of State and Defense,
or by their representatives specifically designated for this
purpose, upon a finding that the advantage resulting to the
--United States from the proposed disclosure may be expec ted Co
outwelgh the risk of the compromise of U. S. military secrets.
Instances of such exceptions will be centrally recorded and
included in annual reports to the National Security.Coundcil
concerning the implementation of this policy statement.)

k4

Nothing In this policy statement shall be construed to authorize
the dlsclosure of classified U. S, military informaticn contrary
to: (a) provisions of Federal statutes, including the Atomic
Energy Act of 1954 or international agreements tThereunder;

(v) proprietary rights of private firms or citizens, uniess ,
disclosure is authorized by relevant legilslation; or (c) dis-— g
closure authorilty vested in the United States Intelligence :
Board structure and in the United States Communications Security
Board., HNothing contained herein shall affect or modify authoriiy !
or responsibiliby vested in the Secretaries of State and Dzfense, |
the Atomic Energy Commisslon, and the Director of Central ¢
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Intelligence (pursuvant to Iederal law, Natlional Security
Council Intelligence Directives, Executive Orders or othexr

- Presidentlal authorizations) to make specific determina-
tions concerning disclosures of classified U. S. military
inTormation to foreign recipients.

Nothing nerein shall be construed Tto authorize tThs disclosure
‘ol an; naval nuclear propulsion information, classified oxr-
unclassified, except under an Agreement for Cooperation executed
in accordance with Section 123 (d) of the Atomic Energy Lct of
1954, as amended.

Implerenting Responsibility

The Secretaries of State and D=fense -- consulbing as apprapriate
with the Chairman of the Atomic Energy Commission, the Director
or Central Intelligence, and The heads of othear uﬂpakbments and
-agencies -- are hereby assigned the respcnsibility for con-
trolling the releases of U. S. classiiied military Iinformatian
in accordance with the provisilons of this policy statement.
Thisg agsignment of responsibility includes:

AT

—~— The establishment and management of such inter-
" agency mechanism and procedures as are required
for the effectlve implementation of this policy;

—~— The promulgation of specific disclosure critverla
and limdtations, definitlons of terms, release
arrangements and other guldance required by U. S,
Gepartmenss and agencies having occision to releas>
clagsified U. S. mllluary information tn forelgn .

25X1A recipients;

~w The contlinulng review of pertinent intelllgerice
information, and the conduct of periocdic¢ on-site
surveys, for the purpose of determining tThs
capability of particular foreign governments and
international organizabtions to provide to classl-
fied U. 8. military information The requlsite
degree of security protection; and

—— The subnission to the NWatlonal Securdty Council
of an annual report covering the hlﬁﬂliglbo of
the program including (a) an assessment of the
effectiveness of the program in meeting the
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general policy objectives and implementing
responsibilities set forth in this policy
statement: (b) information concerning any
security compromises OT other nobeworthy
problems encountered, and remedial acbions
taken; and (c) the circumsiances of any
exceptional instances wherein disclosures of
classified military information were madea to
foreisn recipients not knoun to possess The.
capabllity to afford the informatilon protection
substantially eaqual %o that provided 1t by the
*  United States.

This assignment of implementing responslibility jointly to the
Secretaries of State and Pefense does not preclude contin-
uwabion of their existing agreement that a representative

of the Secretary of Defense provide execubive direction and
chairmanship of the interdepartmental commlittee utilized in
the implementation of previous national policy on the subject.

. |
A. Kissinger //Z;rﬁﬁ““
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